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The information herein has been provided by 
CliftonLarsonAllen LLP for general information 
purposes only. The presentation and related materials, 
if any, do not implicate any client, advisory, fiduciary, 
or professional relationship between you and 
CliftonLarsonAllen LLP and neither CliftonLarsonAllen 
LLP nor any other person or entity is, in connection 
with the presentation and/or materials, engaged in 
rendering auditing, accounting, tax, legal, medical, 
investment, advisory, consulting, or any other 
professional service or advice. Neither the presentation 
nor the materials, if any, should be considered a 
substitute for your independent investigation and your 
sound technical business judgment. You or your entity, 
if applicable, should consult with a professional advisor 
familiar with your particular factual situation for advice 
or service concerning any specific matters.

CliftonLarsonAllen LLP is not licensed to practice law, 
nor does it practice law. The presentation and 
materials, if any, are for general guidance purposes and 
not a substitute for compliance obligations. The 
presentation and/or materials may not be applicable 
to, or suitable for, your specific circumstances or needs, 
and may require consultation with counsel, 
consultants, or advisors if any action is to be 
contemplated. You should contact your 
CliftonLarsonAllen LLP or other professional prior to 
taking any action based upon the information in the 
presentation or materials provided. CliftonLarsonAllen 
LLP assumes no obligation to inform you of any changes 
in laws or other factors that could affect the 
information contained herein.
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Learning Objectives

• Discuss how forensic data analytic techniques can be used 
in investigations and audit procedures

• Discuss how to utilize knowledge of the internal control 
environment, the common types of fraud to develop a risk-
based approach

• Recognize some of the commonly used tools

At the end of this session, you will be able to:
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Speaker Introduction
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Principal
CLA’s Digital Practice

He is an experienced financial consultant 
specializing in business analytics and digital 
transformation. He is backgrounded in 
fraud and misconduct investigations, 
forensic data analysis, litigation consulting, 
and fraud risk management. 

Ryan 
Merryman

CPA/CFF/CITP, 
CFE
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• Systematically identify greatest risk areas specific to your 
organization

• Tailor analytics to assess and better understand those areas

• Readily analyze 100% of the data rather than relying on 
samples

• Compare results across time, by location, by business unit, by 
supervisor, etc.

Risk Based Approach to Analytics
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1. Planning 
and Risk 

Assessment

2. Information 
Gathering

3. Technical 
Analysis

4. 
Collaborative 
Interpretation 

of Results

5. Response 
and Process 

Improvement

Methodology can be used for proactive and 
reactive data analysis. The following are common 
areas: 

• Accounting - General Ledger/ Journal Entries

• Accounts Payable
o Vendor Management

• Procurement Cards

• Travel & Entertainment

• Payroll

Data Analysis Methodology – 5 Phases
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Additional Strengths: 

• Analytics can be designed and run in an automated and recurring fashion as 
needed. Core analytics could be performed in near real-time. 

• The flexibility to run ad-hoc analytics will be available for auditors and managers 
to dig into and extract further information when desired. 

• The analytics can take information from just about any system and in many 
different data types. 

• The CLA methodology is not contingent on one software package. Often, a 
combination of analytics software packages provide the best results. For example, 

o analytics are performed in one software such as IDEA

o reporting and visualization is done in another such as Excel/Power BI

o Software become obsolete, whereas proven methodologies evolve over time
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Planning

Planning is required to ensure that analytics are well directed and focused on 
accomplishing objectives

•Define analytic objectives

•Objectives with risk profile 
and analytics

•Establish scope period of 
analytics

Identify Objectives and 
Needs

•Business systems used

•Type of data captured

•How data is stored

•How data flows between 
systems

Understand the Systems

•Understand the risk 
profile, industry, fraud 
schemes, and audit 
objectives

•Technical knowledge

Match Team’s Capabilities 
with  Analytic Objectives

• What guidance, 
regulations, impact 
the analytics

• What standards must 
be met

• What improvements 
can be made

Consider Compliance, 
Policy and Regulations
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Initial Risk Assessment

Risk assessment finds and evaluates the risks facing your 
organization and enables the design of analytics to address 
those risks

• A comprehensive risk assessment conducted by key members 
of management (and CLA where applicable) is critical to 
conducting an effective and efficient data analytics

10
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Data acquisition is the process by which the team obtain 
information from your systems:

Data Acquisition

Knowledge of 
Systems

Identified Risks 
for Testing

Request 
and/or 

design Data 
Extraction

11
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Analytic tests selected from the following five 
categories will provide insight into the areas being 
examined.

Population Analytics – Conducted to gain an 
understanding of the entire population. 

Grouping Analytics – Summarize transactions into 
meaningful groups.

People Analytics – Designed to provide insight into 
who benefits from a transaction and who is 
responsible for the transaction.

Trending Analytics – Provide interpretive value by 
showing data results over time.

Transaction Analytics – Isolate transactions exhibiting 
particular traits or have a certain “DNA”. Rules based 
review. 

Population

Grouping

People

Trending

Transactions

Technical Data Analytics - Design and Perform Tests
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Interpreting Results

Analytic 
Results

Entity Risk 
Profile

Analytic 
Objectives

• Compare results to the initial risk assessment 
and expectations while considering analytic 
objectives

• Follow up on exceptions to better understand 
these transactions

• Data analysis results are unpredictable, 
therefore flexibility must be built into the 
work plan

• Continuously reassess results and risks and 
refine analytics
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4 Pillars of Success for Data Analytics Practice 

Training

• The methodology

• Applicable Risks

• Software and 
Technical Data 
Analytics

Resources

• Provide a library of 
tools for the 
practitioner

• Leverage Past 
Success and Best 
Practices

Organizational 
Leadership 

Commitment

• Great messaging 
from leadership

• Integration of Data 
Analysts into a 
cohesive team

Review of 
Work/Support

• Application 
methodology 
requires review and 
support of leadership 
and team effort

• Constant 
reevaluation and 
process improvement

Strategic Involvement of CLA
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Training the Team: 

15

Value of the training

• Group/collaborative

• Management participation

• Data literacy for the entire group

• All know and understand the process and sub-roles

• Knowledge of the process held with the group rather than one individual, or small group 
of individuals

• Future ability to perform testing independently as desired 

• Recurring

• Ad hoc

• Customized



©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer. 
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.

What is Alteryx?
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BREAKING UP THE 

LANDSCAPE THE WHAT

Data Exploration
Data is provided by the Business & IT
First Line Support is provided by the Business

Functionally this swim lane represents the freedom to analyze data at one’s own discretion. “Data 
Exploration” is all about agility and use cases in this lane may or may not even ever by published to 
Alteryx Server, as many “Data Exploration” use cases can be one-time analyses.

Self-Service Analytics
Data is provided by IT
First Line Support is provided by the Business & IT

Functionally this swim lane represents the balance between analytic agility and productionalized 
reliability. Use cases can evolve from the Data Exploration swim lane or originate here. Use cases in 
this swim lane are published to Alteryx Server (scheduled or for on-demand execution).

Full-Service Analytics
Data is provided by IT
First Line Support is provided by the IT

Functionally this swim lane represents IT Managed analytics and reporting solutions. Use cases can 
start as a Full-Service Analytics request, but most often Use Cases ‘evolve’ into the Full-Service 
Analytics swim lane after maturing through the Self-Service swim lane.
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Alteryx Designer Overview – Canvas
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Tool Categories
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What is IDEA (CaseWare)?
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• IDEA® Data Analysis Software is a comprehensive, powerful 
and easy-to-use data analysis solution designed by audit 
experts. 

• IDEA accelerates data analytics, provides a more user-friendly 
experience and enables deeper insights in a timely, cost-
effective manner for more informed business decisions

Tools of Trade: IDEA

22



©2023 CliftonLarsonAllen LLP

Idea

23

File Explorer

Tools Preview/Can

vas
Properties 

and Analytic 

Results
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Group Tasks 

Re-run 

Extract 

Direct 

Indexed 

Top Records 

Key Value 

Explore 

Gap Detection 

Benford's Law 

Duplicate Key 

• Detection 

• Exclusion 

• Fuzzy 

Statistics 

Correlation 

Trend Analysis 

Time Series

Categorize 

Summarization 

Stratification 

Chart 

Aging 

Pivot Table 

Relate 

Join 

Append 

Visual Connector 

Compare 

Sample 

Attribute 

Random 

Other 

Systematic 

Stratified Random 

Generate Random 
Numbers

Sampling

Random

Monetary Unit 

Plan 

Extract 

Variables 

Preparation 

Evaluation

IDEA Functions – Data Interrogation – Audit Analytics

24



©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer. 
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.

What is Power BI?
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Power BI is a collection of software services, apps, and 
connectors that work together to turn your unrelated sources of 
data into coherent, visually immersive, and interactive insights.
• A Windows desktop application called Power BI Desktop.

• An online SaaS (Software as a Service) service called the Power BI service.

• Power BI mobile apps for Windows, iOS, and Android devices.

Tools of Trade: Power BI 
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Integrated to Tools  to Deliver: 

27
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Power BI – Importing Data
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Power Query –
Powered by M Code
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Power Bi – Data Model
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Power BI Desktop – Visualization Canvas
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Power BI – Measures 

31

What is DAX?

DAX is a collection of functions, operators, and constants that can be used in a formula, or expression, to 

calculate and return one or more values. Stated more simply, DAX helps you create new information from 

data already in your model.

Why is DAX so important?

It’s easy to create a new Power BI Desktop file and import some data into it. You can even create reports that 

show valuable insights without using any DAX formulas at all. But, what if you need to analyze growth 

percentage across product categories and for different date ranges? Or, you need to calculate year-over-

year growth compared to market trends? DAX formulas provide this capability and many other important 

capabilities as well. Learning how to create effective DAX formulas will help you get the most out of your 

data. When you get the information you need, you can begin to solve real business problems that affect 

your bottom line. This is the power of Power BI, and DAX will help you get there.
Source: Microsoft.com
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Fundamental Data Analytic 
procedures that can be 
performed Proactively

32

CLAglobal.com/disclaimer


©2023 CliftonLarsonAllen LLP 33

Types of Frauds and Functional Areas of Analysis (1 of 2)

Accounts 
Payable

Fictitious vendors

Employee vendors

Fictitious, inflated and 
/ or duplicate invoices

Structured payments

Conflicts of interest

Foreign Corrupt 
Practices Act
Kickbacks / Bid-rigging

P-Cards

Duplicate purchasing 
and reimbursement 
schemes

Unauthorized and/or 
improper purchases

Unauthorized users

Unauthorized SIC 
codes

Foreign Corrupt 
Practices Act

Payroll

Ghost employees

Improper 
supplemental 
payments

Improper bonus or 
incentive 
compensation 
payments

Inflated salaries

Inflated hours

Travel and 
Entertainment 

Expense

False or inflated 
reimbursement 
submissions

Improper use of 
corporate credit card

Purchase for personal 
use

Duplicate purchasing and 
reimbursement schemes

Foreign Corrupt Practices 
Act

Journal
Entries

Unbalanced journal entries

Improper management 
override

Improper expense 
capitalization

Improper revenue 
recognition

Entries to unusual or seldom 
used accounts

Improper  or unauthorized 
user activity

Entries during non-business 
hours
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Types of Frauds and Functional Areas of Analysis (2 of 2)
Accounts 

Receivable

Fictitious  customers

Lapping

Credit balance fraud

Offsets with 
unauthorized or 
improper expenses

Improper AR aging

Loan 
Portfolio

Fictitious businesses

Insufficient loan 
documentation/ 
preferential terms

Employee Related 
Party Relationships

Improper Write Offs

Loan Lapping

Revenue

False or inflated sales

Fictitious customers

Improper commission 
or bonus payments

Revenue recognition 
abuses including 
channel stuffing, 
liberal return policies 
or bill and hold 
schemes

Non-
Financial

Weblog analysis

Building access 
logs

Computer print 
reports

Client 
proprietary 
database 
analysis
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General Ledger 

• Ensure reconciliation and completeness of systems and subledgers flowing to the 
trial balance

• Assess and review the activity of subledgers, understand manual vs. automated

• Identify user access, user threshold level controls and consistency of access and 
control across the organization

• Trend results over time, such as monthly: 
o Account level results 

o Business unity level results

o Geography based results

o Relevant Revenue and Expense groupings

• Identify suspicious entries such has transactions to suspense accounts, reversals, 
or entries occurring with strange timing
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Cash Disbursement

• Understand vendor relationships, 

o Identify key vendors 

o Identify new/unapproved vendors

o Identify related party vendors

o Identify vendors receiving suspicious recurring or one-time payments

• Reconcile Inter-company and Inter-branch transactions

• Identify duplicate payments

• Identify payments that were structured to evade threshold level controls

• Identify unapproved disbursements

• Understand out of sequence payments

• Understand compliance with threshold level controls

• Analyze disbursements by vendor type, review for reasonableness

• Trend vendor level disbursements by time period to identify increasing or strange trends
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Payroll

• Ensure all paid employees are on the appropriate approved lists

• Ensure paid employees are receiving correct salary and hourly rates

• Analyze and understand overtime payments

• Identify payments made before hire date over after term date

• Understand bonus, commission and other non-standard payments

• Analyze pay and pay rates by:
o Business Unit

o Geography

o Job Function

• Understand headcount by functional area

• Identify manual adjustments to payroll 

• Ensure hours logged in timekeeping software is reasonable, identify employees with excessive overtime

• Review employee master file for: 
o Unusual updates and changes

o Multiple employees that share contact information and/or bank accounts

o Missing or unusual personal information

o Assess Active and Inactive employees for reasonableness
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Travel and Expense Reimbursement  

• Group payments by meaningful classifications, such as hotel, airfare, meals, mileage, transportation, etc. 

• Group payments by meaningful classifications, such as administrative, sales, production, etc. 

• Group payments by employee,  

• Identify duplicate submissions. This can be run on invoice number, amount, employee, month, description. 

• Conduct digital frequency testing. Often, transactions that occur more often than expected are a result of subjective or 
created amounts. Look for evasion of approval limits, irregular amounts and number invention. 

• Identify payments made outside of understood business hours. 

• Organizations commonly use credit cards for business expenses. Each credit card transaction will include a Standard 
Industry Code (SIC), which classifies the expense by meaningful type, such as airfare, lodging, dining, etc. These codes can 
be used to analyze expenses

• Identify gifts and charitable donations. 

• Identify Multiple Gifts to the same person

• Identify instances where the submitter is the same as the approver

• Identify excessive cash reimbursements

• Understand excessive mileage

• Identify abuse and non-compliance with policies

38
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Polling Question: Which functional area is the 
biggest challenge? 

• Accounts Payable

• Procurement Cards

• Payroll

• Travel and Entertainment Expenses

• GL/Journal Entries

• Accounts Receivable

• Other? 

39
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• Yes – We couldn’t live without data analytics

• Yes – We are in early stages

• Yes – We struggled with finding a solution 

• No – I’d like to start thinking about it

• No – No need/NA 

Polling Question: I have explored using data 
analytics in my internal audit department?

40
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Hypothetical CLA levels of Assistance

Analytic Areas: Year 1 Year 2 Year 3

General Ledger 100% 100% 50%

Cash Disbursements & Procurement 100% 50% 25%

Payroll 100% 100%

Travel and Entertainment Expenses 100% 50% 25%

• Transition performance of data analytics over time to Internal Audit through training
• Reduced reliance on CLA to perform Data Analytics through: design -> perform -> interpret 

-> train -> refine
• CLA available to consult always as needed

41
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Proactive Application of Data 
Analytics: Techniques to Apply to 
Multiple Populations to Address Risk
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Pre and Post Data Analytic Approach

Pre-Data Analytics

- Segmented by business unit, time period, geography

- Sample Based Approach

- Time consuming

- Limited findings and measurement of policy adherence

- Results and insights not utilized outside of internal audit group

Post -Data Analytics

- Holistic enterprise wide scope, includes 100% of transactions 

- Utilize long periods of results to generate better understand and identify anomalies

- Deploy a Risk-Based Approach

- More Efficient and periodic reporting; can be done near real time

- Actionable measurement of compliance

- Insights valued and utilized by the management outside of internal audit

- Abuses identified more timely resulting in cost savings
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Steps 1 and 2: Planning and Data Acquisition

Planning and Risk Assessment – Involved a short face to face meeting

• Policy Non-compliance 

• Fraudulent submission

• Have better insights into:

Cash transactions that were generally low visibility

Expense types

Seasonality

Spending levels by business Unit

Understand Key Vendors

• Data Acquisition 

• Concur, readily available

• Employee Time Records

• Others – building access logs, network logs
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Steps 3 and 4: Data Analysis and Interpretation

• Data Analysis – was performed in approximately four hours, that same day and on 
the plane home. Analytics of the following types were performed:
• Population

• Trending

• Grouping

• People

• Specific Risk

• Collaborative Interpretation of Results – face to face brainstorming and review 
meeting took place, key analytics were walked through and explained, the 
organization's specific considerations were included into the analysis in real time 
to refine and improve analysis. 
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Travel and Entertainment Card – Continuous 
Monitoring
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Overall View – Population information
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Employee Overall
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Employee – Detailed View
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Vendor Review
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Outlier Detection

53
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Population Analytics:
1. Population Stats – Max, Min, Ave, No of Records, Total

2. Cash vs. Credit Card vs. P-Card

3. Expenses by Geographic region

4. Stratification of expenses by amount, understand large and 
small and where the data lies

5. Benford’s law to identify excessive frequency 

6. Benford’s law to identify impact of threshold controls

7. Perform completeness checking procedures

8. Identify lack of use and or implementation of controls such as 
blank description fields, generic usernames

9. Identify expenses to unauthorized SIC/MCC codes

Trending Analytics: 
1. Late Report Submissions

2. Transactions on holidays, weekends, and on Personal time off 
days

3. Flights booked in close proximity to travel days

4. Trending expenses by Organization Unit by Month

5. Trending expenses by Type (Hotel, flights, mileage, meals, etc.) 
by month

6. Expenses by date

7. Organizational Unit monthly results and forecasting

8. Top “X” transactions by Type by Month

9. Top “X” transactions by Expense Type by Month

Selected Tests Performed by Areas
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People Analytics:
1. Headcount – total, department

2. Spend by Employee by Business Unit

3. Identify Employees whose spend is increasing at “x” rate

4. Personal and Non- business expenses by Industry code

5. Compare Number of purchases and amount of purchase over 
time to other with similar job tiles

6. Identify employees with more volume and large dollar value of 
credit transactions

7. Identify employees who approved their own expense reports

8. Identify Employees who spent large amounts by expense type 
(for example a hotel stay of $1,250/night, when the average 
was $200 for hotel in city)

9. Identify employees with excessive lack of supporting 
documentation

10. Expenses at Merchants that are related parties to employees

Grouping Analytics:
1. T&E Spend by Organization Unit

2. T&E Spend per Expense Type

3. Calculate totals and average per day for travel by location, 
identify lavish locations and trips to known locations outside of 
the norm

4. Spend by Merchant, review merchant names for personal use 
(PayPal, Apple stores, etc.)

5. Group transactions by type by time period for reasonableness 
(for example, 2+ parking expenses per day)

6. Group by description and search for suspicious words, such as 
cash, consulting fees, misc., government official

Selected Tests Performed by Areas
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Specific Risks:
1. Duplicates where the Amount, Date, and Employee were the 

same

2. Duplicates where the Amount, Month/Quarter and Employee 
were the same

3. Duplicates where the same item was charged to the credit card 
and P-card

4. Duplicates submitted within 90 days

5. Policy non-compliance

6. Hotel stays with no corresponding flights

7. ID Payments to electronic currency vendors (PayPal, google 
wallet, apple pay, bitcoin, etc.)

8. ID third party CC fraud, such as stolen CC numbers

9. Excessive mileage/parking/per diem 

10. Excessive submission below threshold

11. Excessive travel in “x” period of time

12. Split (or structured) transactions that are broken down into 
smaller amounts 

13. Mileage on the same days as rental car

14. Identify instances where the employee received a credit from 
the airline, for example booked a first class seat, then flew 
coach and took the difference

Selected Tests Performed by Areas
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Attributes of a Highly Ethical Organization

1. Person or office dedicated to anti-fraud, ethics, and compliance

2. Lead by example (“tone at the top”)
a. Highest level executives promote an environment of high ethics and integrity

b. Board holds top level executive accountable

3. Encourage transparency and accountability
a. Review, oversight, monitoring

4. Well developed anti-fraud and ethics policy
a. Documented in writing and communicated to employees

b. Read and acknowledged by all employees

c. Communicate during hiring; carefully screen job applicants

d. Leverages Data Analytics to look for fraud and unethical behavior

5. Well developed and updated written policies and procedures
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Attributes of a Highly Ethical Organization

6. Regular technical training of employees on policies, procedures, applicable laws, 
ethics, fraud awareness, etc.

7. Strong compliance/internal audit programs
a. Internal, outsourced, or combination

b. Leverages Data Analytics to look for fraud and unethical behavior

c. Prioritized and communicated

d. Access to Board

8. Establish a fraud and ethics hotline
a. Provide for anonymity

b. Maintain confidentiality

c. Incorporate whistleblower protections; protect employees that come forward

9. Reinforce good behavior; don’t reinforce bad behavior
a. Follow through with reports of misconduct and promote effective internal controls

b. Encourages people to come forward
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Thank you!

Ryan Merryman
Ryan.Merryman@CLAconnect.com
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