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The information herein has been provided by 
CliftonLarsonAllen LLP for general information 
purposes only. The presentation and related materials, 
if any, do not implicate any client, advisory, fiduciary, 
or professional relationship between you and 
CliftonLarsonAllen LLP and neither CliftonLarsonAllen 
LLP nor any other person or entity is, in connection 
with the presentation and/or materials, engaged in 
rendering auditing, accounting, tax, legal, medical, 
investment, advisory, consulting, or any other 
professional service or advice. Neither the presentation 
nor the materials, if any, should be considered a 
substitute for your independent investigation and your 
sound technical business judgment. You or your entity, 
if applicable, should consult with a professional advisor 
familiar with your particular factual situation for advice 
or service concerning any specific matters.

CliftonLarsonAllen LLP is not licensed to practice law, 
nor does it practice law. The presentation and 
materials, if any, are for general guidance purposes and 
not a substitute for compliance obligations. The 
presentation and/or materials may not be applicable 
to, or suitable for, your specific circumstances or needs, 
and may require consultation with counsel, 
consultants, or advisors if any action is to be 
contemplated. You should contact your 
CliftonLarsonAllen LLP or other professional prior to 
taking any action based upon the information in the 
presentation or materials provided. CliftonLarsonAllen 
LLP assumes no obligation to inform you of any changes 
in laws or other factors that could affect the 
information contained herein.
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Learning Objectives

• List the 8 important facts of fraud

• Describe current fraud trends and risks

• Identify recent cases of fraud in state and local 
governments

• Identify key concepts in fraud awareness and prevention

At the end of this session, you will be able to:
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Speaker Introduction
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Principal
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domestic and international investigations for 
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matters. Former Director of Security for a 
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the Hartford CT Police Department and FBI.   
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Investigation for Non-Experts, 3rd Edition.

Frank 
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Esq., CAMS
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Speaker Introduction
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Manager
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experience serving state and local 
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entities, including forensic accounting, 
fraud investigations, internal control 
assessments, and litigation support.

Ayla Grady

CPA, CFE
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Eight Important Facts of Fraud

1. Estimated that organizations lose 5% of revenue each year as a result of 
fraud

2. Fraud exists in every organization and every industry type – Top 5 
Median Losses by Industry:

o Real estate (median loss: $435,000)

o Wholesale trade (median loss: $400,000)

o Transportation and warehousing (median loss: $250,000)

o Construction (median loss: $203,000)

o Utilities (median loss: $200,000)

3. Prominent weakness – lack of controls

7Source: ACFE 2022 Report to the Nations
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Eight Important Facts of Fraud (continued)

4. Most common form of occupational fraud = asset 
misappropriation

5. Billing and check tampering represent the greatest risk

6. Most perpetrators are first time offenders, though not 
all cases are reported to law enforcement

7. Frauds with highest frequency occur in operations, 
accounting, and in executive/upper management

8. Most occupational frauds are not material to the 
financial statements (frequent, small transactions 
taking place over an extended period of time)

8Source: ACFE 2022 Report to the Nations
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Occupational Fraud by Organization Type

9Source: ACFE 2022 Report to the Nations
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Traits of a Fraudster

• Six traits of a fraudster’s personality:

• Positioning

• Intelligence and Creativity

• Ego

• Coercion

• Deceit

• Stress
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Fraud in State and Local Governments
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Public 
Contract 

Fraud
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Disbursement 
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directed 
refunds

Payroll Fraud

Unauthorized 
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report PTO
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Construction 
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change orders

Cash Receipts

Theft of 
incoming 
receipts 

(particularly 
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credit card 

refunds
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Vendor Disbursement Fraud
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1. Diversion of vendor disbursements by changing mailing address 
or banking information (internal or external) or intercepting check

2. Fake vendor (shell company)

3. Falsified or inflated invoices from a legitimate vendor (with or 
without involvement of vendor)

4. Fictious refunds (falsified supporting documentation; forged 
approval)

Possible Schemes:
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Vendor Disbursement Fraud

14

1. Require verification of vendor information change requests via 
a mechanism other than how the request was received

2. Require a minimum period of time (i.e., 10 business days) 
before processing payments after a change in made

3. Ensure only appropriate staff can add and modify vendors

4. Ensure the vendor master list is reviewed and maintained; 
change unused vendors to inactive status

5. On a monthly basis, run a vendor change report to monitor 
and review for inappropriate or questionable changes

How do you protect your organization?
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External Fraud Threats - Cybercrime

Social engineering

•Phone or email

•Fake “vendor”

•Gain trust

•Change payment 
information

Phishing

•Type of SE

•Malicious email

•Obtain sensitive information 
(i.e., login)

•Ransomware 
(cyberextortion)

Hacking

•Obtain PII

•Data is used to perpetrate 
fraud or sold on dark web

•Data used for:

o Unemployment fraud

o Student F.A. Fraud

o Tax return fraud

15
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Impact of Fraud – More than Just Money
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Monetary

• Actual loss

• Costs and time spent by investigators/attorneys

• Less funds available for services

Reputation

• Media attention (newspapers, social media)

• Loss of confidence by community, donors, etc. (public mistrust)

Increased 
Costs

• Higher risk audit/increased audit costs
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Large Metropolitan Police Department

• Seized evidence and property

• Monies seized during multiple drug arrests

• Money inventoried, submitted by arresting officers

• Inventory amount later changed by Property Room Officer

• Over $300,000 taken

18
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Factors Leading to Fraud

30+ year history

Lack of space and 
knowledgeable 

staff

Willful Blindness

Sole responsibility 
for cash deposits

Systems not linked

No review by 
others

19
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Recent Cases of Fraud in State 
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Overview – County Recycling Center

• Joint venture between two neighboring Counties

• Oversight by both Counties, but Recycling Center also has its 
own employees

• One County operates as the fiscal agent for the Recycling 
Center

• Long-time employee, Supply Chain Coordinator, 
misappropriated over $100,000 in 5 years (January 2018-
November 2022).
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Factors Leading to Fraud

30+ year 
history

Known as 
the “mom of 

the plant”

Lots of trust 
and respect

Sole 
responsibility 

for cash 
deposits

Systems not 
linked

Limited 
review by 

others
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Discovery of Discrepancies

Discovered when 
“something just didn’t 
seem right” with one 

deposit made

Upon closer inspection, 
found two days’ worth 
of collections missing 

from the deposit

Prompted investigation 
of historical deposits

23
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Forensic Investigation

Interview of staff at the Recycling Center

Analysis on cash collection reports and cash deposit records

Identification of days of collections never deposited

Interview of subject

Report of findings, including recommendations

24



©2023 CliftonLarsonAllen LLP 25

Analysis on Cash Collections and Deposits
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Variance Between Cash Collections and Deposits
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Interview of Subject

Inquired regarding role 
and responsibilities

Drilled down to details 
of cash collection and 

deposit process

Identified any other 
parties involved in the 

process

Asked about variances 
in deposits

27
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Conclusions

• Cash collected but not deposited

• No other subjects – access and knowledge

• Scope limited to 2018-2022

Identified over 
$100,000 in 

misappropriated 
cash deposits

• Third-party courier for cash transport

• Additional reconciliation of cash 
collections and deposits are performed

New procedures 
were 

implemented

28
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Recommendations to Mitigate Fraud Risk

At least two people are looking 
at every transaction (adequate 
segregation of duties)

Ensure secondary approval by 
someone with knowledge of 
the business area

Trust is NOT an internal control 
– ensure proper and sufficient 
supporting documentation for 
all transactions

Ensure regular and timely 
reconciliation of asset accounts; 
ensure the reconciliations are 
reviewed

30
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Recommendations to Mitigate Fraud Risk

Conduct regular monitoring and 
management review

Mandatory job rotation and/or 
vacations

Implement the use of positive 
pay with your bank (if available, 
include payee/account name 
positive pay)

EFT/ACH/Wires – Third-party 
services that verify bank 
account information

Require confirmation when 
vendor change requests are 
received

Ensure adequate IT and system 
controls (multi-factor 
authentication, firewalls, etc.)

31
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Median Loss & Duration 
by Detection Method

32Source: ACFE 2022 Report to the Nations
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Limitations for Mitigating Fraud Risk

• No set of internal controls guarantee prevention of fraud

• What is your fraud risk tolerance?
o Lower tolerance = more controls

• Critical component to detecting fraud – monitoring and 
management review
o Vendor master change report

o One-time/temporary vendor number

o Manual check request or refunds

o Payroll change report

o Monthly reconciliations

33
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Attributes of an Anti-Fraud Program

❑ Person or office responsible for anti-fraud, ethics, and compliance

✓ Empowered by management and governance

❑ Lead by example (“tone at the top”)

✓ Management and governance promote an environment of integrity

❑ Encourage transparency and accountability

✓ Review, oversight, monitoring

❑ Well-developed anti-fraud and ethics policy and/or code of conduct

✓ In writing, communicated to and acknowledged by employees

❑ Well-developed and updated written policies and procedures

✓ Kept current and acknowledged by employees

34
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Attributes of an Anti-Fraud Program (continued)

❑ Regular technical training of employees on policies, procedures, 
applicable laws, ethics, fraud awareness, etc.

✓ Internal or external instructors

❑ Strong compliance/internal audit programs

✓ Internal, outsourced, or combination – prioritized by management and 
governance

❑ Established fraud and ethics hotline

✓ Anonymous, confidential, protect whistleblowers – prioritized by governance

❑ Reinforce good behavior and don’t reinforce bad behavior

✓ Follow through on reports of misconduct – encourages people to come 
forward

35
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Questions?
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