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Dear Colleagues,

Success in health care reform requires that providers have access to relevant

information for whom they provide care. A health information exchangeallows

EAAI OE AAOA DPOiI OEAAOO O OAAOOAIT U OEAOA A PAOEAT O
electronic health record

(@}

6 AOITT1080 OOAOAxEAA EAAI OE ET &£ Oi AGETT 1T AOx1 OEh
Information Exchange (VHIE), is managed by the Vermont Information

Techmology Leaders, Inc. (VITL)The State has paidVITL over $38 million since

2005. Almost one-third of this amount ($12.3 million) was expendedin fiscal

years 2015 and 2016through grants and contracs with the Department of

Vermont Health Access (DVHA).

The objective of our auditwas to assess whether and how the State evaluated

6)4,80 AAOEOEOEAO Al A infisdal/EatsR0L5 ahd 20166 O DAO A Of AT AA
grant and contractagreementsexecuted by DVHA as of June 30, 20F&r certain

agreemerts, DVHAshared oversight responsibilities with the Agency of

Administration (AOA).

We found that DVHAand AOAoversaw VITL by obtainingmonthly status reports
and required deliverables and hdéding regular meetings with VITL.Nevertheless,
there were oversightdeficiencies In particular, the Statedid not sufficiently
overseethe building of a clinical data warehouse by VITL, which stores parsed
data from the VHIEto use for analysis and reportingThe State neveexplicitly
included the clinical data warehouse as a deliverable in the agreements with
VITL and did not defineexpectedfunctional and performance requirements

Thus, the State is not in a position to know whether the clinical data warehouse is
functioning as it intends.

Also,until recently, DVHA wasauthorizing paymentsto VITL even thoughits

invoices did not always include detailed substantiating information, such as

specific hours by individual and projectDVHA recently took action to address

this issue For example,in its most recent grant ggreement (for fiscal year 2017),

DVHArequires VITL to submit invoices that break down the total amount billed

into budget categories and be accompanied by detailed accounting information

In 2016, DVHAalsoreceivedAT A OAOEAxAA 6) 4,60 AAOAEI AA AAAT O1 OE
July 1, 2014 to December 31, 201 VHA haguestionedthe allowability of

some costdn this time period, but as of early September 201®ad not reached a

final conclusion.

We also found thatwhile the 3 O A @gledn@@ntsrequired VITL to report on

performance measuregelated to the quantity of itO x 1 OE | OFEthex | OAES6 Q
agreements lacked measures to assess the qualityO E 1 x andiirhpadj O E O

AT UTTA AA A Q 41, Tdag@dments alsdacked performance

targets.As a result, the State is unable to adequately assess the performance of

VITL and to demonstrate the value of the VHIEBVHAand VITL havebegun to
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address thesedssues. For example, DVHAhas agreed to fund an impact

assessmat by VITL that will assesghe impactsof6 ) 4 , & @n thoseth&alth

AAOA T OCATEUAOETT O OEAO Al 0T PAOOEAEDPAOA ET $6(!'5
The State also habegun a procesgo develop targets to be used ifiuture VITL

agreements

We made a variety of recommendations to DVHA, such as adding quality and
impact measures in future agreements with VITL.

This report also includes a section onationwide challenges associated with

health care organizations sharing electronic healthecords, such as

insufficiencies in health datastandards. These challenges must be overcome to

have an efficient health information exchange in Vermont that can be utilized to

AAEEAOA OEA 30A0A80 CIi AT O T &£ Ei POl OET ¢ PI BOI AGET 1
care, and reducing health care costs

In accordance with 32 V.S.A. 8163, we are also providing copies of this report to
the commissioner of the Department of Finance and Management and the
Department of Libraries. In addition,we are providing a copyof this report to the
Green Mountain Care Boardrhis report will be made available at no charge on
OEA OOAOA A OmtE/faddi@dvérmontlgdvO E O A h

I would like to thank the management and staff at th®epartment of Vermont
Health Access and the Agency of Administratioras well as VITL managemenfpr
their cooperation and professionalism during the course of the audit.
Sincerely,

N frrez

DOUGLAR.HOFFER

State Auditor
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Speaker of the House of Representatives President Pro Tempore of the Senate
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Introduction

For at leasta decade6 AOI 1T T 06 O OO0 A O BeerQio®idgO@niritidtive®to E A O
reform the delivery and financing of health cardo try to lower costs and improve

the quality of care Success in heléh care reform requiresthat providers have access

to relevant information for whom they provide care. This is challenging becausée

health care system is highly fragmented, with care and services provided in multiple
settings, such as physician officemnd hospitals, that may not be coordinated with

each other.Because of the fragmentation, health care providers may lack ready

access to critical information needed to, for example, coordinate the care of patients

to ensure that the most informed decisios on treatment optionsare made

One way to help achieve care coordination is through the use of a health information
exchange, which is the electronic movement of heaktelated information among
organizations according to nationally recognized standardgn 2007, Act 70
designatedthe Vermont Information Technology Leaders, Inc. (VITLAs6 AOi §1 08
exclusive operator of the statewide health information exchange networkTo

perform this role, VITL licenses software from a company called Medicity, which is
also responsible for hosting the/ermont Health Information Exchange (VHIE In
addition, VITL helps health care organizations (HCO) establish interfacasetween

their electronic health records (EHR)pystems and the VHIE and provides other
services, such as consultation to improve data quality.

7A AAAEAAA O1 AOAEO OEA 30A0A80O 1T OAOOECEO 1.
DOl OEAET ¢ OAAETT 1T CcU OAOOEAAO OAItidsOA O OE,
objective wastopA OOA OO xEAOEAO AT A ET x OEA 30A0A AOA
measurad6 ) 4, 6§ O D Ahé&Edcapk & buAalidit wasimited to the Department

of Vermont Health Acces§ DVHA) grantsand contracts with VITLin fiscal years

(FY) 2015 and 2016that were executed by June 30, 201@or purposes of this

report, these documents will collectively be termed agreementspVHA and the

Agency of Administration (AOA) shared oversight of these agreements.

Appendix | contains detail on ourscope and methodology. Appendix Il contains a list
of abbreviations used in this report.

1 VITL, Inc.is a nonprofit organization located in Vermont and governed by a Board of Directors to include a member of the general asdpahd
a member appointed by the Governor.

2 An interface is a connection used to transfer certain types of data between a souotelestination organization and the VHIE.
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Highlights

A health information exchange allows health care providers to securely share a
DAOEAT 060 ET &£ OI ACGETT AT T OARIMaANM OE1 AT A
statewide health information network, the Vermont Healt Information

Exchange (VHIE)is managed bythe Vermont Information Technology

Leaders, Inc. (VITL)The objective of ouraudit wasto assess whether and how

the State evaluatd 6 ) 4 ivile©andme@sureds ) 4, 6 O DA wonhEh O AT A,
we address in two separate sections in this report.

ObjectivelaFindingon the%eO AT OAOET 1T 1T &£ 6) 4, 6

4EA 30A0A AOOAAI EOEAA | phoyramnatic@id harGial AOAT OAO
activities, but there were deficiencies inits oversight. In their oversight roles, the
Department of Vermont Health AccessiVHA) and the Agency of Administration
(AOA) received monthly status reportsand required deliverables and held
regular meetings with VITL.However, the State did not sufficientlyoverseea
significant VITL activity, the building of a clinical data warehousewhich is a
system thatstores parsed data from the VHIEo use foranalysis and reporting.
Although the State assented to VITL building the wahouse,it was not explicitly
included in any agreement as a deliverabl@or did the State define its functional
and performance requirements Without such requirements, the State is notin a
position to know whether the clinical data warehotse is functiming as it intends

$6(! 60 AOOEIT dgarsitleAe ARO XEAIGCC OEAO ®) 4, 60 EI Ol
consistent with the terms of the agreementsUntil recently the business office
authorized payments even thoughs ) 4 inii€esdid not always include
detailed substantiating information, such as specific hourdy individual and
project. In 2016 DVHA took action to address this situatiorf-or example DVHA
receivedand reviewed6 ) 4 de&i@d accountingdatafrom July 1, 2014 to
December 31, 2015and questioned the allowability of some costs DVHA had
not reached a final conclusion on the questioned costs asexdrly September
2016). In addition, in its most recent grant agreement (for FY 2017DVHA
requires VITLto submit invoicesthat break down the total amount billed into
budget categories andbe accompanied by detailed accounting information.

In addition, DVHA had VITL work on tasks prior to agreements being finalized,
back-dating the start date of those agreements. In some cases, significant delay
in finalizing the agreements led to deliverables being eliminated or delayed. For
example, in one agreement VITL and the State agreed to eliminate two required
deliverables because the contract was signed four months after the beginning of
the performance period.
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Objectivelb Findingonthe- AAOOOAT AT O 1T £ 6) 4,

$6(!80 &9 c¢mpu AT A ¢mpe COAT OO AT A AT 1 OOAAO
N EOL

DAOAI O ATAA 1T AAOOOAOG O AOOAOGO .Th&E A OAl EOU
agreements contaired somemeasuresOEAO OANOEOAA Bow4, O OADIT ¢
mOAES OEAU xAOA AT ET Ch O dhésEageh ceddd ol OF AAO 1

the VHIE, butthe agreements contained veryew quality measures(how well)
and no impact measuregis anyone better off). In addition, only one of the
performance measures in the FY 2015 and 201&greementsincluded a
numerical target (also known as benchmarks)As a resultthe State is unable to
adequately assess the performance of VITL and to demonstrate the valuetod
VHIE

DVHA and VITL have begurto address the lack of a measurement process to
AOOAOO OEA EI b AédréxahpE ind\pri2016,0VHARgERENG0

fund a VITL project to perform animpact assessmentThis assessment i$0
NOAT OEAU 6) 4, 8 OmdssadeAidivedet \iafnbdur@ and Awboudid
Health initiative and assess their impact. In particular, this analysis is to assess
whether6) 4, 6 O ET haleteOubdd Grifizatiortof health care services
reduced costs, and improved quality outcomes for patient§.he estimated
completion date for this effort is January 1, 2017The State also has begun a
process to develop certain targets to be used in the VITL agreements.

We atribute the lack of pefformance measures to two causes. FrsSREA 3 OAOA3 O
2010 and current draft Vermont Health Information Technology Plan (VHITPHo

not establish specific performance measuresvith which to measure itshealth

information technology initiatives, such as the VHIESecond$ 6 ( !a§réements

with VITL called for the State and VITL talevelop measures, but this was not

carried out.

Observation: Challenges andBatrriers to Interoperability

Interoperability is a key factor tothe succesof health information exchanges
Interoperability refers to the ability of health record systems to electronically
exchange health information with other systems and process the information
without special effort on the part of the user, sch as a health car@rovider. The
U.S. Governrant Accountability Officeand the Office of the National Coordinator
for Health Information Technologyhave identified challenges andbarriers to
achieving interoperability from a national perspective which include but are not
limited to insufficiencies in health data standardsaind accurately matching
DAOEAT 60686 EAAI OE OAAT OAO

Recommendations

We made a variety of recommendations to DVHAuch asadding quality and
impact measures in futire agreements with VITL

Rpt. N0.16-06
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Background

A health information exchange allows health care providers to securely share

A PAOEAT 060 EIT &£ Oif AGET 1T oealikcorlO Al T OAET A
Appendix Il contains a high level diagram of the VHIE andtable that

describes the type of dat@exchanged.

Between July 1, 200%nd August 2, 2016, the State paid VITLover $38

million . As shown in Table 1, almost onthird of this amount ($12.3 million)

was expendedEl O AAOEOEOEAO OT AAO $6KYI2016 ACOAAI
and 2016.Most of these agreemets are still open which means thatthough

the performance period may be over, DVHA has not received the final invoice

for those agreemens and payments to VITL may still be forthcomingThe

table is organized bythe type of work being performed (1) agreements for

the operation, maintenance, and expansioof the VHIEand (2) agreements

for work with three Accountable Care Organization$ACGCs) 3

3 ACOs area group of providers and suppliers of services, such as hospital and physicians, that work together to coordinate care ferghtients
they serve

7 September 30, 2016 Rpt. N0.16-06
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Table 1: Listof $ 6 ( ! ¥ @015 and 2016 Agreements with VITL as of August

2,2016
Ange;S;ent Agreement # Perlfooer?oa:jnce AtrgoEuxTeggt Amount Paid AgsristT;nt Summary of Work
Operation, Maintenance, and Expansion of the VHIE
Procurement| 03410-256-15| 8/15/14to | $4,781,78| $4,424,875 Closed |Broadly theseagreemens
Grant 6/ 30/15 contain activities related to
operating and managing the
VHIE andexpanding VHIE
Grant 03410-256-16 7/1/15t0 | $4,965,693 $2,491,222| Open |connectivity by addingHCG
6/30/16 or expanding the type of
interfaces® with existing
HCOs. The agreements also
include other activities, such
asconsulting services to
HCOs and data quality work.
Contract 28155| 1/1/2015to | $1,319,514 $1,038,245 Closed |These agreements fund the
9/30/15 expansion of connectivity to
the VHIE byHCOs that are
eligible for meaningful use
incentives under the tderal
Health Information
Technology for Econonic and
Contract 30205| 10/1/15to | $1,187,562 $800,505 Open |Clinical HealthActe The
6/30/16 agreements also fund other

deliverables, such as data
quality tools and services,
security enhancements,
analysis on how to meet
Federal requirements
pertaining to mental health
records,and surveys of
licensed providers and
consumers

September 30, 2016
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Agreement
Type

Agreement #

Performance
Period

Amount Not
to Exceed

Amount Paid

Agreement
Status?

Summary of Work

Work with

ACOs

Granff

03410-1275-14

7/2/14 to
05/01/17

$4,678,989

$3,363,098

Open

This agreement focuses on
evaluations of gaps
associated with the EHR
capability of ACO/HCOs to
interface with the VHIE and
remediating those gaps. The
grant also includes (1)
establishing an electronic
gateway for data to berouted
to ACO data analytics
vendors, (2) implementing
an event notification system,
which delivers information
AAT OO0 A PAOEA
service encounters, and (3)
other activities.

Contrac®

31204

1/1/16 to
12/31/16

$530,580

$151,915

Open

This contract provides
customer and infrastructure
support for the Community
Health Accountable Care anc
Healthfirst ACOs. Under this
contract, VITL also provides
subject matter experts for
health information
integration and data transfer

and storage to these £0s.

a QOpen status means that DVHA has not received the final invoice for that agreement and therefore payments to VITL may still

be forthcoming. Closed status means that deliverables completed within the period of performance were accepted and paid
and the agreement is no longer active.

b 4 EA

I CAT AU

(=

( Of Al

does not consider it to be a traditional grant.

¢ An interface is a connection used to transfer certain types of data between a source or destination organization and the VHIE

3AOOEAAONR

$6(! 80 DAOAT O

The types of interfaces with the VHIE include thse pertaining to(1) admission, discharge, and transfer(2) laboratory results,

(3) radiology reports, (4) other transcribed reports, (5) immunization, (6) continuity of care document (7) medical document

management and(8) laboratory orders.
d For example the work of eHealth Specialistincluded training HCOs oD OE 1 C wel) pértaldoGhe VHIE(VITLAcces$ and
I £ OEA 30A0A80 PAOGEAT O AiTOAT O Pil EAUS

Ei D1 Al AT OAQET 1

e Meaningful useis a term used to indicate a provider isising certified EHR technologyo: (1) improve quality, safety, efficiency,
and reduce health disparities (2) engage patients and families(3) improve care coordination, and population and public
health; and (4) maintain privacy and security of patient health information.

f This grant had hree amendments. Amendment #2 extended the end date to 5/1/17. However, the State decided to suspe
this grant. This grantremains open but the State reported that no work was performed under this grant after 12/31/15

9 On August 23, 2016, DVHA sigdean amendment to this contract.Our audit was limited to those FY2015 and2016
agreements exected prior to June, 30, 2016, thereforghis amendment is outside the scope of the audit.

While DVHAsigned the agreements with VITL and is charged with the
financial oversight, programmatic oversightis split between DVHA and AOA.
DVHA has programmatic oversight of theagreements related to the

September 30, 2016
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operations, maintenance, and expansioof the VHIE AOAhas programmatic
oversight of the work that VITL performs elated to the ACOs. This is because
the ACO agreements are part of théermont Health Care Innovation Project.
AOA manageshis project to oversee work funded by the State Innovation
Model (SIM) Cooperative Agreement with théederal Centers for Medicare
and Medicaid Serviced.

Objective 1a (Evaluation of VITL Activities).
DVHAHAA $AZEAEAT AEAO EI
Activities from a Programmatic Viewand Lacked
Adequate Financial Review Until Recently

DVHA and AOA put mechanisms in place to provide progranatic and

financial oversight of VITL, but these mechanisms had deficiencies. On a

positive note, VITL providedthe required monthly status reports and

deliverables and held regular meetings with DVHA and AOAast.

. AOAOOGEAT AOGOh $6(! xAO OkdngrGction&Fa EOO 1 OA
clinical data warehousebecausenone of its agreementsncluded applicable

functional or performance requirements Also,until this year, DVHA had not

been receiving financialinformation from VITL with enough detail to ensure

that they were only paying for allowable costsin 2016, DVHAtook steps to

remediate this issue and is now receiving detailed financial information to

make those determinations. DVHA is currently reviewi@ 6 ) rdcorésO

AAOGOxAAT 01U ph ¢mpt AT A $AAAI AAO oph ¢
payments wereonly for allowable costs Lastly,all but one of theagreements

with VITL were finalized after the start date of the agreement Among other

effects, these delay resulted in the elimination or reduction in planned work.

Program Ewaluation

A N £ 0~ A

Among other things, hese policiesset forth requirements for State entities to
describe the scopef work to be performed or the products to be delivered
under these agreementsas well as the expectations to monitor the work or
deliverables. Both policiesoutline various monitoring methods, such as
including reporting requirements in agreements and reviewing
programmatic reports.

4 The federal Centers for Medicare and Medicaid Séres Innovation Center created the SIM initiative for states/entities that are prepared for or
committed to planning, designing, testing, and supporting evaluation of new payment and service delivery models in the cohtéiarger health
system transformation.

September 30, 2016 Rpt. N0.16-06
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AspartofitsD Ol COAI I AOEA 1 OA O,Ghe St&crequird WTL 4, 6 O x
to provide monthly status reports and deliverables. In addition, AOA and
DVHA heldregular meetings with VITL.

1 Monthly status reports.VITL provided everyrequired monthly status
report and these reports generally contained the status of their activities
for all of the DVHA agreements. We noted one exception pertaining to
data quality tools and services, which entailed designing and deploying
data quality software tools and services. In this cas¥|TL did not provide
status information in 8 of 18 months between January 2015 andune
2016 even though VITL charged hours to this project in bbf these
months.

91 Deliverables.The VITL agreementsequire many deliverables of various
types (e.g., written reports,interfaces, and surveys)The State provided
evidence thatthey receiveddeliverablesin FY 2015 and 2016DVHAand
AOAalso provided e-mails that demonstrated thatthey corresponded
with VITL regarding the acceptability ofdeliverables.

1 Meetings.According to theDVHA and AOA managerthey held regular
meetings with VITLat which they discussed the status of projectd he
State didnot maintain meeting minutes for these meetings, bubVHAand
AOAprovided evidence that they had scheduled quarterly meetings with
VITL.

VITL has also provided information to other state entities with an interest in

its work. In June 2015, Act 54 assigu the Green Mountain Care Boafdhe
responsibility OT OAOEAx 6) 4,80 AAOEOEOEAO AT A AC
budget Since that time VITL met regularly with the Green Mountain Care

Board and provided updates on its activities and budge©n April 6, 2016, the

"TAOA APPOI OAA 6)4,60 &9 c¢mpx AOACAO AT A
31, 2016.In addition, the Board reviewed and approved criteriaestablished

by VITLthat health care providers and health care facilities must meet to

create or maintain connetivity to VHIE.VITL also met regularly with

stakeholder groups for the SIMfunded agreements.

$ 6 (! pfo@ammatic oversight was remiss in one significantarea6 ) 4 , 6 O
building of a clinical data warehousewhich is a system thastores parsed

data fromthe VHIE in a manner that allows for analysis and reportingNone
of$6 (! 80 ACOAAI AT OO0 xEOHVIB)tetbuildhigbl EAEOI U
warehouse When we askedStateoversight officials which agreement

authorized building the warehouse, they cited the data quality deliverables in

5 Act 48 (2011) established the Green Mountain Care Board, which regulates health insurance rates and approves hospital budgetsnajor
health care capital expenditures.

September 30, 2016 Rpt. N0.16-06
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contracts #28155 and#30205 and the VHIE base activities irgrant #03410-
256-15 as authorizing the warehouseln particular, according to the

oversight officials, the following language in the grant agreement authorized
the VITLto build the clinical data warehouse O@ntee will employ core
management, operations staff, and consultant resources that are sufficient in
order to develop, conduct, and manage the core operations of the VHIE,
including but not limited to: 8 a Secure Ata Repository8éd

Even if we accept that this language authorizes the construction of a clinical
data warehouse which we believe is unclear,no evidence was provided to
indicate that the State defined the functional and performance requirements
of the warehouse.Without such requirements, the State is not in a position to
know whether the clinical data warehouse is functioning as it intendslo
contrast this with another recent project, DVHA contracted with Capitol
Health Associates to build a BlueprinClinical Registry and migrate data from
a previous registry to this new registry8 In the contract with Capitol Health
Associates DVHA outlined service level requirementgdefined success
criteria for validation testing, and outlined vulnerability testing

requirements. DVHAdid not memorialize similar requirements with VITL for
the clinical data warehouse.

Another concern relatesto the lack of explicit contractual language in the
agreements relatel to the ownership and useof the clinical data warehouse
The warehouse was built using licensed software from Rhapso@lyand VITL
developed algorithmsto parse clinical data in continuity of care documents
provided by the HCOstranslation tables, and reports® Based on
communications with a DVHA staff attorng and VITL, i appears that the
State owns the licenses and products that VITL provideassociated with the
warehousel! but it is not clear whether the State owns or can use the data in
the warehouse.According to aDVHAstaff attorney, the State has titleto all
data and software obtained with Federallymatched funds and that all of
$6(! 80 COAT OO AT A Al 1 OOAAOO POT OEAA OEAC

6

10
11

We also requested the cost of the clinical data warehouse. The Statersigiat officials responded that they have not determined the specific cost

to build the clinical data warehouse.

7A AAI EAOA OEAO EO EO O1 Al AAO &£ 0 Oxi OAAOGI 1 08 &E OGaafwarghpudeyunde® * OI
contract #28155. Second, grant #034156-15 defines the term®ecure data reposionpA O OOEA OAAOOA AAOAAAOA xER
and clinical data are stored in the VHIE. Within the VHIE each source (contributing organizafjdras theironnOAAOOA AADBT OEOI OU8
definition seems to apply to the Medicity VHIE system since patient information is not comingled in this system, but storacséparate data

vaults by provider organization.

The Vermont Blueprint for Health is a statded initiative for transforming health care delivery and payments. The Blueprint Clinical Registry

houses clinical data used by Blueprint for Health for analytics

Service level requirementsare performance level items that included, but were not limited to the grcent of time the registry would be available

online, disaster recovery parameters, and software maintenance request resolution times.

VITL did not develop source code.

VITL generally agreed that the State owned various elements of the clinical datsh OAET OOAR AOO OAEA OEAO OEA 30
VITL developed to parse clinical data inantinuity of care documents provided by the HCOs.
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However, when we asked VITL this question, they pointed othiey may only
use or disclose the personahealth information stored in the clinical data
warehouse as permitted by the HCO in the agreements signed between VITL
and the HCO. The standard agreement does not mention the State.
Accordingly, VITL contends that the agreements do not currently permit VL
to disclose the personal health information in the warehouse to the State and,
therefore, the State does not have any rights to access, use, or disclose this
data. According to the AOA program official that oversees VITL, the State
intends to use the d&a in the clinical data warehousein the future, so it

would behoove the State to resolve this potential issue expeditiously.

The VITL agreements also do not include a requirement that the State be
provided an annual service organization control report fromVITL
subcontractors, includingthe two organizations that are responsible for
housing the VHIE and clinical data warehous@.At our request, the State
requested, and VITL provided, copies of the most recent service organization
control reports pertaining to these two organizations It is important that
individual séhealth care data besecure and it would be prudent for the Stae

to obtain and review copies of these reports annually to check whether there
are deficiencies for which it needs to be concernedlthough it was not
receiving and reviewing these service organization control reports, the State
did include other security requirements in its agreements with VITL
Moreover, a State security specialist reviewed the results of a system
penetration test!3 and vulnerability assessment* of security enhancements.

Financial Evaluation

The Department of Finance and Management reqeis departments to devise

techniques and procedures for the proper approval and payment for goods

and servicesTo fulfill this requirement. DVHA and AOArogram officials and

$6(! 60 AOOGRADPBOREAERAAR OAOEPhepdygrat) 4, 60 E
officials were responsible for reviewing and signing invoics, thereby

indicating that VITL hadprovided the services/deliverables In all invoices

reviewed, theapplicable program manager had approved the invoice.

$6(! 60 AOOwWasADODI IEEEAKRA £ O AT OOOET C
were consistent with the terms of the agreementss 6 (! 8 O ACOAAIT Al
VITL specify the basis for payments, which includ€l) acceptance of

2 4EEO0 EO A OAPI OO T &£ A OAOOEAA 1 OCAT EUA O Bldito Therefaie m@tplé thypés ofdHesk @poAsl T OA
The reports for the vendor that hosts the VHIE were service organization control report type 1, which addresses controls relevant terus
AT OEOEAGS ET OAOT Al Al 1 Gvicdorgdnigaflod coniBl fepot thpk 2 WhickDalidessdLantro helevArit th security,
availability, processing integrity, confidentiality or privacy. The report forthe subcontractor that houses the clinical data warehoussas a
service organization control ieport type 1.

13 Penetration testing is a type of security testing in which evaluators attempt to circumvent the security features of a systbased on their
understanding of the system design and implementation.

14 A vulnerability assessment is a formal escription and evaluation of the vulnerabilities in an information system.
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deliverables, (2)employeetime charges, and (3) reimbursement o$pecific
expenses. With respect to the time charge$ 6 ( !bésess officeapproved
paymentfor6 ) 4 , 6 O f&rthé&data Auli§y and services deliverableven
when invoicesdid not include substantiating information, such ashours
worked by individual and project. In the case of reimbursements of specific
expensesDVHA did not receive enough detail from VITL to assess whether
all expenses were allowable

In 2016, this situationbegan to changeFor examplejn January 2016 VITL
began providing the hous worked for the data quality and services
deliverable by individual employee, which allows for a better audit trail. In
addition, aFY 2017 DVHA grant to VITL that started July 1, 2016, requires
that invoices include the total amount billed broken down  budget category
and accompanied by detad for the expenditures invoiced.

VITL alsosubmitted all accounting entries from July 1, 2014 to December 31,
2015.Based on a review of this data, in April 2016, DVHA sent a letter to VITL
guestioning whether some costs were allowableAs ofearly September2016,
DVHA had not reached a final conclusion ahe allowability of the costs it
guestioned. In addition, DVHA has not decided whether they will review prior
years for unallowed costs and will make that determination after they
conclude their current review.

Another way in which DVHA took action to improve its financial oversight of

VITL was to include a regirement in one of the grant agreements for VITL to

obtain an independent review of its cost accounting methodology. The

independent audit firm issued two reports, in November 2015 and February

¢cmpe8 )1 OEA EEOOO OADPIT OOhs metkoHdody OEA EEC
provided a sound and reasonable basis for accumulating time and allocating

AT 6066h EO Al O 1T AAA OAOGAOAT OAATIT T AT AAOE
follow-up report in February 2016 reported that VITL had successfully

implemented improvementsto its processes.

Agreement Delays

There were significant delays irfinalizing the majority of agreements
between VITL and DVHA. Only one of six agreements were finalized prior to
the start date of the agreement (this count pertains to the original contrds
and does not include amendments), and more than half of the agreements
were finalized over 70 days after the start of the agreement (start dates were
made retroactive in these agreements)As a result, VITL at times performed
work prior to the agreementbeing finalized.Figure 1 illustrates the length of
these delays. We included amendment #2 to grant #03410275-14 because
it extended the period of performance for the grant as a whole and included
new tasks billable from the start date of the amendmentThe figure shows
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the lag between this start date and when the amendment was signed and
reflects the period of retroactive approval.

Figure 1: Delays in Finalizing the Agreements with VIT L2

Number of Days
-10 40 90 140 190 240 290 340 390 440 490 540 590 640 690 740 790 840

Grant # 03410-256-1%4 319
Grant # 034410-256-1 672 365
Contract # 28155 1 272
Contract # 30205 IEISONN 273

Agreements

Grant 03410-1275-14 (Originaly 729
Grant 03410-1275-14 Amendment #2293 851
Contract # 31204 7N 365

m Days Taken to Finalize Agreement m Total Length of Agreement in Days

a Grant #03410-256-15 shows a negativenumber becausethis agreement wassigned prior to the start date of the performance
period.

The current contracting policy Effective sincec tmwq T £ $6 (! 60 DAOA
organization, the Agency of Human Services, states that emerggror other

unforeseen circumstance could result in work being performed before

AT 1T OOAAO ADPDPOI OA1T O AOA OAAAEOAA j OEA ACA
similar language). The contracting policy does not define what constitutes an

emergency or unforeseen iccumstance. Without criteria for determining

when a contract meets the retroactive approval requirement, the policy could

be misapplied. In addition, such criteria could limit the timeframes in which

retroactive approval can be sought and approved. Thisauld be particularly

applicable to the VITL agreements given the lengthy time between the

beginning of the period of performance and the signed agreement (in some

cases more tharfour months). In addition, the practice of retroactive

approval does not appar to be consistent with the revision of Bulletin 3.5

issued this year. The revised bulletin states that agencies must plan to allow

sufficient time for all required approvals before a contractor can begin work.

The delays had several negative effects. Bir havingVITL perform work

without a signed agreement inhibiedOEA 3 OAO0A6 0O AAEI EOU O1 E
accountable to desiredstandardsbecausethey had not been formally

documentedand agreed uponSecond, the Green Mountain Care Board
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about what terms would ultimately be agreed to or omitted, what work

should be prioritized, and if and how to allocate staff, contractors, and other
resources to various projects. Third, because of tfeur-month delay in

signing contract #30205, VITL and the State agreed to eliminate two required
deliverables (connecting the Cancer Registry and the Vermont Prescription
Monitoring System to the VHIE). VITL also reported that the delays in signing
other agreements resulted in a reduction in the number of completed
activities (e.qg., fewer interfaces were developed) and certain projects being
completed later than expected (e.g., the event notification system was
delayed four months).

DVHA and AOA oversightfticials explained that the delays in signing the
agreements were mostly due to delays in federal approval, although one
grant was delayed due to negotiations with VITL regarding cost allocation
methodologies. Further, SIMunded agreements went through atakeholder
review process at the State level, which contributed to a delay in contract
#31204. Regardless of the cause, the risks and negative effects of the delays
in signing the agreements remain.

Objectivelbj - AAOOOAI AT O 1T &£ 6
Performance) Performance MeasuredNere

Generally Limited toThose that Assessed
Quantity, NotQuality or Impact

$6(! 80 &9 ¢ mgreeméniswith \(TiL paptained few performance
measuresthat AOOA OO OEA NOAI EOQU AT A Ei PAAO T £ ¢
agreements with VITLdid contain quantity measures(how much), there

were very few quality measureghow well), and no impact measuregis

anyone better of )& OOOEAOh OEA OOA @&ltb I6forRadiad OAT O 6 AC
Technology Plan (VHITPHoesnot specify any performance measures for

gauging the performance of the VHIE. A draft resion of the VHITPsuggess

that metrics be developed to measure the progress of the VHIE and provides

some possible exmples of metrics.The contract and grant agreements with

VITL contained mechanisms to evelop metrics to gauge succesbut these

were never implemented Having fewquality measures and no impact

measuresleaves the State unable to adequately asse9 4 pedfddmance

and demonstrate the value othe VHIE

In order to evaluate the completeness and caliber of the measures
incorporated in$ 6 ( !agréementswith VITL, we used theResultsBased
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Accountability™ (RBA) framework 5 utilized by DVHAand other date
organizations.Under RBA, performance accountability focuses on the
program level and entails developing performance measurésthat assess
guantity (how much), quality (how well), and impact (is anyone better off) of

a program.We also consideredhe Ageng for Healthcare Research and
Qualityd @HRQ)7 2014 guide for evaluatinghealth information exchange
projects.18 This guide emphasizes the importance of evaluating health
information exchange frompatient safety, quality of care, and cost
performance perspectives and includes specific measures that can be utilized,
data sources for these measures, and practical notes and considerations.

Table 2 liststhe measures in the six FY 2015 and 2016 agreememsth VITL
by RBA performance measum@ent categoryalong with our evaluation. As
shown in the table, while the State included quantititype measures in the
agreements, it included only very limited quality and no impact measures.
Without these types of measureshe Statedoes not have sufficient

informationOT AAANOAOAT U AOOGAOGO 6)4,80 PAOA OI

value ofthe VHIE.

15
16
17

18

ResultsBased Accountability was developed by Mark Friedman and described in his boblying Hard is Not Good EnougtPSI Publishing.
A performance measure is a measure of tiowell a program, agency, or service system is working.

The Agency for Healthcare Research and Quiality is 1 of 12 agencies within the federal Department of Health and Human Seavidesipports
health services research initiatives that seek to improvéhe quality of health care in America.

Guide to Evaluating Health Information Exchange Projedgiency for Healthcare Research and Quality (September 2014).
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Table 2: Types of Measures Reported by VITL as Required by the FY 2015 and
2016 DVHA Grants and Contracts

Type of In Measures Reported by VITL
Measure | Place? | Required by Grants and Contracts

Quantity? Yes | Number of interface messages Quantities do not, in themselves, tell if the service

How much? received into the VHIE delivered actually achieved the desired resultOut

1 Number of signed patient consent |of the three types of RBA performance measurgs
forms this one is the easiest to report on and control.

1 Number of medication history
qgueries

1 Number, site, and interface types in
progress and completed

1 Number, identity, assigned
resources, and status bdata
quality improvement projects

1 Number of providers profiled,
enrolled, and launched to use
VITLAccesswhich is a portal used
to query patient health information
in the VHIE

1 Number of unique patient queries
and results delivered

1 Number of data quality dashboards
delivered and their capabilities

Quality? Very |1 Increasing the percentage of data |Quality performance measures are very important

How well? |limited that can meet Accountable Care |and are used tadetermine whether the service is
Organization measures delivered at the best possible level

1 Opt-in consent rate

Comment

The AHR@uide provides examplesf quality
measures, including the (1) percentage of practices
that used the health information exchangg(2)
provider usage rate of data exchange capabilities
with radiology centers, or (3) decrease in time to
report critical results by laboratories.

Impact? Is No 1 None Impact performance measures are the most
anyone important, butthe hardest to collect and control.
better off?

In April 2016, DVHA agreed to fund a VITL project t
quantitatively assess the impacto6 ) 4, 8 O
interventions (e.g., message deliveries via inbound
and outboundinterfaces) with health care practices
aligned with the 3 O A Bldepridt for Health project
andto determine whether they have reduced costs,
reduced utilization of health care services, and
improved quality outcomes for patients.The

estimated completion date is January 1, 2017.
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VITL also provided the State withthe results ofmore performance measures
than was required in the agreementsThese were additional quantity
measures, sgh as the number ohealth care locations using VITLAccesnd
number of patient data queries per user

AncOEAO Ei BT OOAT O A1 AT AT O 1 EOOEI8Q A£01T 1 OE
performanceis the use of targetsOnly one of themeasures in the FY 2015

and 2016 grants and contracts includd a numerical target(also known as

benchmarks).In this case grant #03410-1275-14 requires that ACO member
organizations be capable of sending 22 clinical measures electronically for 62

percent of the aggregate beneficiary populationThe ACOs and VIThad

suggested this target taa SIMhealth information exchange work group and

that was why this targetwas incorporated into the grant.

Without numerical targets, the measures that VITL reports are of limited

OA1 OA AAAAOOA OEAU 1 AAE AT 1 OA@O &£ O OEA
To illustrate, VITL reports annually onthe number of interfaces to the VHIE

by health care organization typeandin 2015 it reported 288 interfaces for
primary care organizations. HoweverVITL did not compare this numberto

the total number of primary care organizations in Vermont and the Stae

failed to provide a target for thenumber of interfacesit hoped to achieve

with those organizations. Indeed, neither the State nor VITL havedefinitive

list of HCOseither in total or by type, although they are working on

compiling such a list Without such a list of HCOs, @mparisoncannotbe

made between the 288 primary care organization interfaces that VITL

reports and what the Stateexpected. This greatly limits OE A 3abiltyQd 6 O
evaluate6 ) 4 , 8 Oand pEogiesd Appendix IV contains aable showing

the known HCO landscape and connectivity to the VHIE as of June 30, 2016.
The table is based on datdom VITL anddemonstrates the importance of
targets because iindicates how many HCOs have yet to connect to the

VHIE!®

Likewise, VITL reports on the use ofhe VHIEweb portal (called VITLAccess)

which can be used to query patient records/ITL reportedthat for the month

of June2016, there were 2,133 authorized users of VITLAccesst 130

healthcare locations VITL alsoreported that these users made 278,285

patient dataqueries (an average of 13@ueries per VITLAccesauser) during

the month of June® However, without targets to assess whether the usage of
VITLAccess by providers is at a level the State intendeithe State does no

EAOA A xAU O1 A£E£EAAOE Ohisid importddttberansedA O 6) 4,

9 4AEAOA 1T Oi AAOO AOA AAOEOAA A&OTI1 6)4,80 AB611 ADEBEOEDHOOAD( #OD OEEMDE
knowledge and identifies whether or not these HCOs have interface connections to the VHIE. Neither the State nor VITL hadwtndtive list of
all HCOs.

20 Authorization to use VITLAccess is given to individualsers not to HCOs as a whole.
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a recent survey of providers showed few users of VITLAccess (17 of 377 who
responded to the relevant question in the surveyor 4.5 percent) and even
fewer who used it frequertly 21

In July 2016,awork group of the Vermont Health Care Innovation Project
started a process to develop interface targets for various types of healthre
providers. The AOA manager that overseethis project expects to have the
targets developed by November 2016 and to have these targets incorporated
into future agreements with VITL.

We attribute the dearth of performance measures in the VITL grants and
contracts to two causes(1) OE A 32010 &l éuent draft VHITPdo not
require performance measures for the VHIEand (2)$ 6 ( !agréements
with VITL called for the development of measures, but this was not carried
out.

VHITP

The VHITP is a statewide plan that is to include the implemenian of an
integrated electronic health information infrastructure for the sharing of
electronic health information among health care facilities, health care
professionals, public and private payers, and patienthe Secretary of
Administration or designeeis responsible for administering and updating the
plan. The current VHITP, which wasapproved in 2010,did not include any
performance measures of the VHIEor outline a plan to measure the
performance of the VHIE

The April 2016 draft revision of this plan suggeststhat a five-year planfor

VHIE operationsbe developed toinclude performance targets and specific
measurements22 Thedraft VHITPET AT OAAO Al ET EOEAOQEOA
Connectivity and Access to Health and Patient Information for All

Appri POEAOA %l OE OE Atis inkidtive sygdedtdhér Brégiedsi O 8 6
on the VHIE be measured by developing metrics that focus on the amount,

type, and relevance of information flowing, not just on raw numbers of
transactions or connections Accordingto the plan, VITL, as the entity

operating the VHIE, is responsible for accomplishing this initiative in

collaboration with DVHA.

Thedraft April 2016 plan includes examples of measures that could be used
to evaluate the VHIEsuch as the:

21 VITL Vermont Health Care Provider Survey Summary Reffoatstleton Polling Institute at Castleton University, June 2016Jhe survey had a
sample size of 3,000 with 388 providers responding which equals a J&rcentresponse rate. The overall margin of sampling error for the total
number of responses was +/4.8 percentat the 95percent confidence level for a 50/50 distribution.

22 The Green Mountain Care Board is responsible for approving this plan, which it had not daeof early September 2016.
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9 percentage ofproviders connected to the VHIE and sharing patient
information , including trends,

1 percentage of population whoseaecords are shared through VHIE,
1 percentage of queries that resultn expected patient information, and
9 percentage of providers actively usig the VHIE.

VITL Agreements

All but two of the agreementsbetween DVHA and VITlcalled for an
executive managment tean®3 to oversee the activities of the agreement and
to develop the protocols and metics to gauge program successiowever,
according toa DVHA program official, theexecutive management teanmever
established netrics to gauge program success, butsteadwas used to
manage disputesabout the deliverables contained in the agreementshould
any arise24

In addition, the contracts called folVITL to develop business plans that
included performance measuresdr certain deliverables, butthe approved
business plans did not contairquantifiable performance measires.
Furthermore, the SIMfunded agreements(grant #03410-1275-14 and
contract #31204) called for quality management plango be developed that
would identify target areas of performance measurement anchethods of
measurement, &d establish baseline metricsThis quality management plan
was not developedfor grant #03410-1275-14. The plan wa developedfor
contract #31204, but it did notinclude metrics or quantifiable methods of
measurement

DVHAaddedperformance measures to grant issued to VITL on July 1, 2016
for the operations, mainterance, and expansion of the VHIter fiscal year
2017.Thegrant requires VITL to report a baseline measurement of the

average number of VITLAccess queries at the start of the fiscal year and then

increase that average by ten percent over the term of the grawhile this is a
step in the right direction, the grant does not address the performance
measures that ae contained in the draft VHITP. For example, it does not
include the percentage of providers connected to the VHIE and sharing
patient information or the percentage ofthe population whose records ae
shared through the VHIE.

EAAI OE AAOA OA&I Oi 1 ATAcCAO8 )1

executive officer.

i AT ACAI AT 6 OAAI T AT AAOO
ITAEAET EBDARAAOBER AHAEART

00 &
RET &

24 According to one of these officials, there weneo disputes within FY2015 andFY2016.
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Observation: Challenges and Barriers for
Achieving Interoperability

According to a 2012 article in the Journal of the American Medical
Association, although electronic health records make clinical data sharing
within the same organization relatively easy, sharing across organizations is
difficult. 25 In cases in which providers wish to exchange electronic health
information but do not have interoperable systemshealth information
exchangeorganizationslike VITL can serve as key facilitators of such an
exchange.

The Federal Office of the National Coordinator for Health Information
Technology (ONC) reported that while the adoption of electronic health
records has seen a dramatic increase in the last five yearbgtnation has yet
to see widespread interoperability between those systemz, ONC defines
interoperability as the ability of a system to exchange electronic health
information with and use electronic health information from other systems
without special effort on the part of the user. This means that all individuals,
their families, and health care providers should be able to send, receive, find,
and use electronic health information in a manner that is appropriate, secure,
timely, and reliable to support the health and wellness of individuals through
informed, shared decisioamaking.

ONGC7 andthe U.S. Government Accountability Offiééhave reported on
challenges and barriers pertaining to achieving interoperabilityThese
organizations also describe publi@and private initiatives being undertaken to
address these issue® Among the challenges and barriers cited were:

1 Insufficiencies in health data standardmformation that is exchanged
from one provider to another must adhere to the same standards, and
these standards must be implemented uniformly in order for the

Julia AdlerMilstein and Ashish K. Jh&haring Clinical Data Electronically: A CriitChallenge for Fixing the Health Care Syst@ournal of the
American Medical Association, vol. 307, no. 16, April 25, 2012).

ONC, which is located within the U.S. Department for Health and Human Servicesh#sged with coordination of nationwide eforts to
implement and use the most advanced health information technology and the electronic exchange of health information

Report to Congress: Update on the Adoption of Health Information Technology and Related Efforts to Facilitate the Eléttmaitd Exchange of
Health Information (ONC, February 2016)Connecting Health and Care for the Nation: A Shared Nationwide Interoperability Roadrepion 1.0
(ONC, October 6, 2015), andeport to Congress: Report on Health Information Blocki@NC April 2015).

Electronic Health Records: HHS Strategy to Address Information Exchange Challenges Lacks Specific Prioritized Acticlestanedii.S.
Government Accountability Office, GAQ@4-242, March 24, 2014) ancElectronic Health Records: Nonfehl Efforts to Help Achieve Health
Information Interoperability (U.S. Government Accountability Office, GAB-817, September 16, 2015).

For example, ONC has issued a vision and roadmap for improving interoperabili§onnecting Health and Care for tidation: A 1GYear Vision to

Achieve and Interoperable Health IT Infrastructuf©NC, 2014) andConnecting Health and Care for the Nation: A Shared Nationwide
Interoperability Roadmap version 1.ONC, October 6, 2015).
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information to be interpreted and used in EHRs. According to ONC, there
is insufficient specificity when it comes to standards implementation and
not enough industry-wide testing prior to nationwide deployment.
According to the Green Mountain Care Board, Vermont providers
currently use more than 70 different EHRs, which shows why standards
are important.
1 SEAEEAOI OU ET AAAOOAOAI UT7TEEADARE DA OEADD
electronic heath information is sent from one system to another the
receiving system must identify which patient the information
AT OOAOPITAO OI AT A TETE OEA 1TAx EIT A& OI
record. Many EHR systems use demographic information, such as the
patenO8 O T Ai A AT A AAOA 1T &£# AEOOER O1 1 AOAI
individual from one provider to another, but such demogaphic variables
do not always yield accurate results

1 Applying appropriate privacy and security standardg he public must be
able to trust that health information systens aresecure and available
only to those with authorization. Variation in Federal and state privacy
laws can cause confusion among data exchange partners, which makes it
difficult and expensive to ensure privacycompliance.ln addition,
according to a recenteport by the U.S. Government Accountability Office,
organizations have struggled to select appropriate security and privacy
controls.30 According to this report, while the U.SDepartment of Health
and Human @rvices has established guidance for covered entities, such
as health care providers, for use in their efforts to comply with Federal
requirements regarding the privacy and security of protected health
information, this guidance does not address all elemés called for by
other federal cybersecurity guidance

1 Health information blocking This occurswhen persons or entities
knowingly and unreasonably interfere with the exchange or use of
electronic health information.! AAT OAET ¢ OT / . iddnceOAAOAA
and knowledge available, it is apparent that some health care providers
and health IT [information technology] developers are knowingly
interfering with the exchange or use of electronic health information in
ways that limit its availability and useO1T Ei DOT OA EAAI OE AT A

1 Costs In a 2014 report, the U.S. Government Accountability Office
reported that providers reported challenges covering costs associated
with health information exchange, including upfront costs associated
with purchasing and implementing EHR systemdhe federa government

30 Electronic Health Information:HHS Needs to Strengthen Security and Privacy Guidance and OvetdightGovernment Accountability Office,
GAQ16-771, August 26, 2016).
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has provided billions of dollars in incentives to health care providers
under the Federal Health Information Technology for Economic and
Clinical Health Actto address this issue. However, the Act did not cover
all types of health care provides, and these uncovered organizations lag
behind in the adoption ofhealth information technology.

Interoperability is key to the success of health information exchanges.
Therefore, these issues indicate the difficulties that must be overcome to
have a halth information exchange in Vermont that can be efficiently utilized
by the State and HCOs to achieve its goals of impnmay population health,
improving quality of care, and reducing health care costs.

Conclusion

DVHA and AOA providd programmatic and financial oversight of contract
and grant agreemems with VITL. However, weaknessesexisted in this
oversight. For example these agreements did not include functioal and
performance requirements related to the construction of a clinical data
warehouse. Witiout such requirements, the State is not in a position to know
whether the clinical data warehouses functioning as the State intenddn
AAAEOET Tagreetén(s with @ITL includedimited performance
measuresfor its work , and neither DVHA nor AOA used mechanisms called
for within the agreements to developquantifiable performance measures
after the agreements were finalizedWithout quantifiable performance
measuresOEA 3 OAOA8 O AAEI E érd gadde suE®sECA 6) 4, 6 O
significantly inhibited .

Recommendations

We make the recommendations in Tabl& to the Commissioner of the
Department of Vermont Health Access

Table 3: Recommendations and Related Issues

Recommendation Report Issue
Pages
1. Define the functionaland performance DVHA has no documentation of the functionalityr
requirements of the clinical data performance levels they expected VITL to medor the
warehouseand validate that they are 12 |clinical data warehouse Without such requirements, the
being met. State is not in a position to know whether the clinical
data warehouse is functioning as it intends

September 30, 2016 Rpt. N0.16-06




Vermont Information Technology The State lds Begun to Address Oversight Deficiescbut Has

Leaders, Inc. (VITL) Limited Measures iRlace to Evaluate Performant
Recommendation Report Issue
Pages
2. Clarifythe3 OAOAG O AAEI EQ It is not clear whether the State owns or can use thiata
the clinical data warehouse. in the clinical datawarehouse. According to a DVHA sta

attorney, the State has title to all data and software
obtained with Federally-matched funds and that all of
$6(! 80 COAT OO AT A AT 1T OOAA
12-13 |belongs to the State. However, wdn we asked VITL this
question, they pointed out they may only use or disclose
the personal health information stored in the clinical
data warehouse as permitted by the HCO in the
agreements signed between VITL and the HCO. The
standard agreement does noinention the State.

3. Require that VITL provide service $ 6 (! @ré@méhts with VITL do notinclude a
organization control reports of any requirement that the State be provided an annual servic
vendor it uses to house Vermont health 13 |organization control report from vendors that are
care data and review these reports. responsible for housing the WIE and clinical data

warehouse

4. Expeditiously conclude the allowable cos As ofearly September2016, DVHA had not finalized its
review, and if significant unallowed costs review nor reached a final conclusion on allowabilityof
are determined for fiscal year 2015, 14  |costs between July 1, 2014rad December 31, 2015
review prior years for unallowed costs. DVHA will decide whether to review prior years after

they conclude this review.

5. Define thecriteria for determining when The current contracting policy (effective since2009) of
work may be retroactively approvedin a $6(!'80 PAOAT O T OCAT EUAQEI
contract or grant, ensure that these Services, states that emergency or other unforeseen
criteria are consistent with Bulletins 3.5 circumstance could result in work being performed
and 5, and @ply these criteria to future AAEI OA AT 1 O0OAAO ADPDPOIT OAI O
VITL agreements. grant plan did not contain similar languagé but does not

define what constitutes an emergency or unforeseen
circumstance. Without criteria for determining when a
contract meets the retroactive approval requirement, the
policy could be misapplied. In addition, such criteria

15 could limit the timeframes in which retroactive approval
can be sought and approved. This would be particularly
applicable to the VITL agreements given the lengthy tim
between the beginning of the period of performance ang
the signed agreement (in some cases more thdour
months). In addition, the practice of retroactive approva
does not appear to be consistent with the revision of
Bulletin 3.5 issued this yeay which states that agencies
must plan to allow sufficient time for all required
approvals before a contractor can begi work.

6. Include well-defined quality and impact $6(! 60 ACOAAI Adnt@itedqudnty= 6 )
performance measures that include measures (how much)but there were very few quality
targets in the grants and contracts with measures (how well), and no impact measures (is
VITL, taking into consideration the 17.19 |anyone better off). In addition, only one of themeasures
measures in the draft2016 revision to the in the FY 2015and 2016 grants and contracts included g
VHITP and/or the AHRQ Guide to numerical target.

Evaluating Health Infamation Exchange
Projects.
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Vermont Information Technology The State s Begun to Address Oversight Deficiescbut Has

Leaders, Inc. (VITL) Limited Measures iRlace to Evaluate Performant
. Report
Recommendation Pages Issue
7. Define the provider universe for each Neither the State nor VITL have definitive list of HCGs,
provider type that interfaces with the 19 |and therefore there is little context to evaluates 4 ) , 0
VHIE. performance.

- AT ACAT AT 06O #1711 A1 OO
On September 28, 2016, the Commissioner of the Department of Vermont
Health Access and the Deputy Secretary of Administration provided
comments on a draft of this repot. These comments are reprinted in
Appendix V. In their comments, the Commissioner and Deputy Secretary
outlined actions that they intend to take in response to our
recommendations.
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Appendix |
Scope and Methodology

The scope of our audit was limited to the DVHA grants and contracts with
VITL in FY 2015 and 2016 that were executed by June 30, 2016

To address our audit objective, we reviewed Vermont statutgsertaining to

VITL. We reviewedState contracting and grantingpolicies and the Agency of

Human Servicesdcontract policy and grantplan to understand the contracting

and grant rules applicable tahese agreements with VITLWealso reviewed

OEA 3 OA OA &GidgleAlddirepdris andidd€pendent accounant

OAPT OO0 PAOOAETEI C O 6) 4togamali OO Al 11T AA
understanding of any identified audit findings and compliance issues that

pertainto OE A 3aQrAeténds Gith VITL.

We analyzed state grants and contracts with VITL to determine the
deliverables, performance measures, and metrics outlined ihese
agreemens.

We interviewed DVHA gants office personnel, the DVHA Associate State

Health Information Technology Coordinatorresponsible for VITL project

oversight, andthe AOA DirectorOAODT 1 OEAT A A1 O 6)4,860 3) -
identify how the State measures ad validates the performance information

reported to them by VITL.

We reviewed status reports from VITL to determindghe type of reporting that
VITL had providedto the State on the workit was performing related tothe
agreements with DVHAWe also reviewed VITH @esentations to theGreen
Mountain Care Boardo determine the type of reporting thatit provided to
the Board.

We interviewed officials from VITL to gain an understanding of the various
components of the VHIE and how lags in fitizing agreements affected
6) 4, 80 e dbfaihed thé difinition for each ofthe VHIEinterfaces.

We performed limited fraud and compliance testing by judgmentally
selectinga sample of deliverables from grants and contracts with VITL and
validated that the State received those deliverables. We also reviewed the
federal U.S. Health and Human Services Grants Policy Statement faufdral
SIM cooperative agreements that are used to fund thetate SIM grants with
VITL, as well as the state grants agreemts and contracts with VITL to
determine unallowable costs. Wexamined$ 6 ( !réviw of questionable
costsET  6) 4, 8 O Qqoldetdkrink if thdredwre dn@unallowable
coststhat DVHA was not questioning.

We queriedOEA 3 OA0A8 O AWNAONIG ideily gl véddbO OA T h
payments made to VITL betweeduly 1, 2014 and March 17, 2016 and
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Scope and Methodology

judgmentally selected invoices to determine if those invoices had been
approved for payment by a State official with programmatic oversight of
6)4,80 ACOAAI AT 00

We reviewed the VHITP (2010) to determine the currentneasuresfor VHIE
goals/initia tives and we also reviewed the thft VHITP (April 2016) to
determine if the State was in the process of developing measures for future
VHIE initiatives.

We reviewed SIM progress reports to théederal Centers for Medicare and
Medicaid as well as work group and core team documents that related to
work performed by VITL that was funded by federal SIM funds.

We reviewedthe U.S. Government Accountability Offe and ONC reports
pertaining to health information exchangesto gain a broad understanding of
the national landscape of health information exchangeand the associated
challengesof establishingsuchexchanges.

We performed our audit work betweenApril and September 2016We
conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basisdr our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.
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Appendix Il
Abbreviations

September 30, 2016

ACO
AHRQ
AOA
DVHA
EHR
FY
HCO
ONC

RBA
SIM
VHIE
VHITP
VITL
V.S.A.

Accountable Care Organization

Agency for Healthcare Research and Quality
Agency of Administration

Department of Vermont Health Access
Electronic Health Records

Fiscal Year

Health Care Organization

Office of the NationalCoordinator for Health Information
Technology

ResultsBased Accountability™

State Innovation Models

Vermont Health Information Exchange
Vermont Health Information Technology Plan
Vermont Information Technology Leaders, Inc.
Vermont Statutes Annotated

Rpt. N0.16-06




Appendix Il
Highlevel Diagram of the VHIE and List of Inbound and Outbound Interfaces

A health information exchange is the electronic movement of heakfelated
information among organizations according to nationally recognized
standards.Figure 2 is a high-level diagram of the sources and users of VHIE
data. According to the State program officials that oversee agreements with
VITL, they consider the VHIE to include all parts of this diagram except the
Vermont Immunization Registry, PatientPing Event Notificatin System, and
the Blueprint Clinical Registry3! This diagram shows the number of health
care locations connected to the VHIBs of June 30, 2016-or example,
Vermont has 11 designated agencigsFour of these designated agencies
have a combined total 028 locations connected to the VHIE through
outbound interfaces, as shown below.

Figure 2: High-level Diagram of the Sources and Users of the VHIE Data as of
June 30, 2016

48 134 5
17 Fed;j;a]l;r Primary Care Home Health 3
Hospitals Q;ealt: and Specialty and Hospice Laboratories
Practices Organizations
Centers

Health Care Organization Locations
(Inbound interfaces from Electronic
Health Records (EHR) systems)

Vermont Health Information Exchange (VHIE)
(Operated by VITL, licensed from and hosted by Medicity®)

Health Care Organizations locations Orion Health™ Rhapsody® Integration Engine
(Outbound interfaces to EHR systems) (Utilized by VITL to parse messages from the VHIE)®
31 65 |
Federally . 32 3 i ¢ ‘ |
2 . Primary Care . ¥ ¥
Hosnitals Qualified and Spedialty Designated | Long-term Department -
P Health Praitices agencies | Care Services nfl;Iealth's PatientPing Blu.ey._mnt
Centers Event Clinical
Vermont Notification Clinical Data Registry
Immunization System Warehouse (managed by
Registry Capital Health
There are 2,156 VITLAccess [a web portal) users at the following number of Health ASSDdﬂtESJh

Care Organization locations l

[VITLAccess is used to query patient information for only those who have consented
OneCare
23 84 10 13 Vermont
3 Fede.ra]ly Primary Care . * Home Health Other Data Mart
. Qualified 3 Designated . .
Hospitals Health and Specialty agencies and Hospice | (e.g., Nursing

Practices Organizations | Homes, etc.)

Centers Hosted by Rackspace, US Inc.

a According to VITL, it@Grchitecteddand operates the Rhapsody® integration engine, clinical data warehouse, Blueprint
clinical registry, and the OneCare data mart, which it collectively terms the clinical management infrastructure.

b VITL provides hosting services (via its contract with Rekspace, US Inc.) under a subcontract fro@apital Health
Associates.

31 4EA "1 OAPOET O #1 ET EAAl 2ACEOOOU EiI OOAO DPAOGEAT O Odprit frAdeainEprogiaA T OA O
32 Designatedagenciesare non-profit organizations across the state that provide a range of services to individuals with mental ilinesses and/or
developmental disabilities.
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Appendix Il
Highlevel Diagram of the VHIE and List of Inbound and Outbound Interfaces

Table 4describesthe various types of VHIE interface connections that HCOs
may have and whether those interfaces can be inbound to the VHIE
outbound from the VHIE to an HCQor both.

Table 4: List of VHIE Inbound and Outbound Interfaces

Interface Description Inbound to | Outbound
VHIE from VHIE
Admission, Discharge, TransfejDemographics; events; insurance information. X
Laboratory Results Results from commercial and hospitalaboratories. X
Radiology Reports 001 OEAAO OEA OAAET 11T CEOQ X
image.

Other Transcribed Reports Different types of reports to include endoscopy

reports, discharge notes, etc. but does not include X X
pathology or radiologyreports.
Immunization Vaccine information. X
Continuity of Care Document |Summary of care. X
Medical Document A precursor to the continuity of care document. X
Management
Laboratory Orders Ordering physician request for a laboratory test. X X
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Appendix IV
Known HCO Landscape and Connectivity to the VHIE (By Locations)

Table 5 showsthe landscape of known HCO locations by provider type and

the number of those locations that have connections to the VHHES ofJune

30, 201633 An HCO may have various practices at multiple locations (e.g.,
Gifford Medical Centelhas officesin Bethel and in Sharon)In addition, some

of the locations counted in this table include New Hampshire and New York
HCGs that are connectedto the VHIE such as DartmouthHitchcock Medical
Center in New Hampshire or Plattsburgh Primary Care in New Yorkhe

figures in this table represent locations. Neither DVHA nor VITL have a
definitive list of all health care organizdions and locations inVermont,

however, this table represents those HCOs that are known to DVHA and VITL.

Table 5: Known HCOLandscape and Connectivity to the VHIE (By Locations)
as of June 30, 2016

Number Number of Number c_)f Numbgr of H.CO
X HCO Locations | Locations with
Provider Type of Known |HCO Locations with Inbound Outbound
HCO | Connected to
Locations | the VHIE® Interfaces to |Interfaces from
the VHIE® the VHIE
Specialty Care 897 68 50 30
Primary Care 159 91 84 35
Long-term Care Services 83 3 0 3
Federally Qualified Health 82 57 48 31
Centers
Designated Agency 61 32 0 32
Home Health Agency 19 5 5 0
Hospital 19 17 17 2
Commercial Laboratory 3 3 3 0
Total 1,323 276 207 133

a Neither DVHA nor VITL have a definitive list of HCOs either in total or lype and therefore this list
is not a valid representation of the entire HCO landscape. This list represents those HCO locations
that were known as of June 30,2016.

b HCO locations may have inbound or outbound interfaces or both. The column represents the
number of HCO locations that have at least one interface regardless of the interface type.

¢ 42 CFR Part 2 is a federal regulation that includes patient consent amformation disclosure
requirements associated with alcohol and substance abuse treatment programs. Currently, there is
no solution in place that will enable the legal and appropriate exchange of drug and alcohol
treatment encounter data. Therefore, proiders like designated ageniesthat offer such treatment
programs do notsend data b the VHIE (i.e.do not have inbound interfaces).

33 4EAOCA 1 01 AROO A O AJunk B0OI1EAnkectiES teport tBa}) itjprovddéd to DVHA, whichi EOOO (#/ O O OEA
knowledge and identifies whether or not these HCOs have interface connections to the VHIE. Neither the State nor VITL hdefindtive list of
all HCOs.

September 30, 2016
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Appendix V
Comments from the Commissioner, Department of Vermont Health Acceshaiputy Secretargf
Administration

7~ VERMONT

State of Vermont

Agency of Human Services - DVHA
Agency of Administration
280 State Drive

NOB South 1 7
Waterbury, VT 05671

September 28, 2016

RE: RESPONSE TO VITL REPORT
Dear Mr. Hoffer:
Thank vou for the opportunity to respond to the draft report on Vermont Information Technology

Leaders, Inc. (VITL): The State Has Begun to Address Oversight Deficiencies, but Has Limited Measures
in Place to Evaluate Performance. Please find our responses enclosed.

Respectfully,

J@M.@«Qu}”

Steven M. Costantino
Commissioner

Michael Clasen
Deputy Secretary of Administration
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Appendix V
Comments from the Commissioner, Department of Vermont Health Acceshaiputy Secretargf
Administration

Findings & Recommendations Response

Recommendation Report Issue Response
Pages
11 DVHA has no documentation of the DVHA will develop functional
1. Define the functional and functionality or performance levels and performance requirements
performance requirements of the they expected VITL to meet for the for the clinical data warehouse
clinical data warehouse and clinical data warehouse. Without such  |and validate these. This will be
validate that they are being met. requirements, the State is notina in effect for SFY18.
position to know whether the clinical
data warehouse is functioning as it
intends
11-12 It is not clear whether the State owns or During the SFY18 contracting
2. Clarify the State’s ability to use can use the data in the clinical data cycle, DVHA will work with its
the data in the clinical data warehouse. According to a DVHA staff legal department to develop
warehouse. attorney, the State has title to all data and  contractual language to ensure
software obtained with Federally-matched |the State has the ability to use
funds and that all of DVHA’s grants and the data in the clinical data
contracts provide that such work belongs warehouse.
to the State. However, when we asked VITL
this question, they pointed out they may
only use or disclose the personal health
information stored in the clinical data
warehouse as permitted by the HCQ in the
agreements signed between VITL and the
HCO. The standard agreement does not
mention the State.
12 DVHA's agreements with VITL do not DVHA will require VITL to
3. Require that VITL provide service include a requirement that the State be  provide service organization
organization control reports of any provided an annual service control reports of any vendor in
vendor it uses to house Vermont organization control report from all agreements moving forward.
health care data and review these vendars that are responsible for
reports. housing the VHIE and clinical data
warehouse.
13 As of early September 2016, DVHA had not  [The DVHA Business Office will
4. Expeditiously conclude the allowable finalized its review nor reached a final complete its review of FY15
cost review, and if significant conclusion on allowability of costs between guestioned costs and make o
unallowed costs are determined for July 1, 2014 and December 31, 2015. DVHA  final determination of
fiscal year 2015, review prior years for will decide whether to review prior years unallowable expenses no later
unallowed costs. after they conclude this review. than October 31, 2016. Prior year
expenses will be reviewed
depending upon whether
significant disaliowed costs are
found to occur in the subsequent

September 30, 2016
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Comments from the Commissioner, Department of Vermont Health Acceshaiputy Secretargf

Administration

fiscal year’s data. Significant
shall be defined as those costs
incurred that are directly
iprohibited by Federal or State
statutes, rules or regulations and
costs not supported by evidence
as required by Federal or State
statutes, rules or regulations.

5. Define the criteria for determining
when work may be retroactively
approved in a contract or grant, ensure
that these criteria are consistent with
Bulletins 3.5 and 5, and apply these
criteria to future VITL agreements.

14

The current contracting policy (effective
since 2009) of DVHA’s parent organization,
the Agency of Human Services, states that
emergency or other unforeseen
circumstance could result in work being
performed before contract approvals are
received (the agency’s grant plan did not
contain similar language) but does not
define what constitutes an emergency or
unforeseen circumstance. Without criteria
for determining when a contract meets the
retroactive approval requirement, the
policy could be misapplied. In addition,
such criteria could limit the timeframes in
which retroactive approval can be sought
and approved. This would be particularly
applicable to the VITL agreements given
the lengthy time between the beginning of
the period of performance and the signed
agreement (in some cases more than four
months). In addition, the practice of
retroactive approval does not appear to be
consistent with the revision of Bulletin 3.5
issued this year, which states that agencies
must plan to allow sufficient time for all
required approvals before a contractor can
begin work.

DVHA abides by the Agency of
\Administration and retroactive
contracts require an approved
waiver from the Secretary of
\Administration. A contractor
working prior to execution of a
contract is working at risk and if
a contract is not executed
covering that work; then, they
would not be paid.

DVHA endeavors to execute all
agreements in a timely manner;
lhowever, there are times when
inegotiations with a vendor take
longer and to rush a negotiation
would disadvantage the State.
Both parties, Vendor and State
are required to comport and
lcommit to adhering to Federal
reporting requirements and
guidelines before a contract can
lbe executed.

ISince early 2016, DVHA has
developed more streamlined
lprocesses for executing
agreements with VITL and also
timing and sequencing of various
agreements and amendments.
This effort is resulting in faster
agreement execution minimizing
retroactive contracting. DVHA is
working to start negotiations
earlier than in prior years to
lensure that the State is able to
[fulfill its fiduciary obligations.

In the 2015-2016-time period,
DVHA executed grants and
contracts with VITL using federal
ISIM funds in addition to the

usual federal and state funding

September 30, 2016
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Administration

sources. The federal SIM
program expressly aliows
retroactive contracting because
of delays in receipt of federal
approvals. SIM-funded contract
and grant start dates, usuaily
retroactive, are expressly
approved by the Core Team at
public meetings each month.

16-18 DVHA’s agreements with VITL DVHA will continue to expand
6. Include well-defined contained quantity measures (how the performance measures used
quality and impact much), but there were very few quality  for grants and contracts with
performance measures that measures (how well), and no impact VITL in the SFY18 contracting
include targets in the grants measures (is anyone better off). In cycle.
and contracts with VITL, addition, only one of the measures in
taking into consideration the the FY 2015 and 2016 grants and
measures in the draft 2016 contracts included a numerical target.
revision to the VHITP and/or
the AHRQ Guide to
Evaluating Health
Information Exchange
Projects.

18 Neither the State nor VITL have a definitive \DVHA and VITL are currently

7. Define the provider universe far

each provider type that interfaces with

the VHIE.

list of HCOs, and therefore there is little
context to evaluate VTIL's performance.

engaged in an activity that
identifies the provider universe.
This information will be used by
the VHCIP Health Data
Infrastructure Work Group to
establish connectivity targets by
the end of November 2016.

DVHA will work with VITL to
refine the HCO list at least once a
vear, as providers shift over
time, to ensure the list is
accurate.,

September 30, 2016
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